CYBERTHREATS ARE ON THE RISE:

IS YOUR COMPANY SECURE?

“II THE THREATSCAPE |S MOVING FAST

HACKERS ATTACK EVERY On average

39 SECONDS 30,000 WEBSITES

i.e. 2,244 times a day ARE HACKED EVERY DAY

(University of Maryland) (Sophos Labs)

HACKERS STEAL RANSOMWARE ATTACK

75 RECORDS EVERY 14 SECONDS
EVERY SECOND and every 11 seconds by 2021
(Breach Level Index) (Cybersecurity Ventures)

480 Tirears 43%
THREATS (o]
EMERGE EVERY MINUTE OF ALL CYBERATTACKS

(McAfee) TARGET SMALL BUSINESSES
(Verizon)

Amidst the coronavirus outbreak,
91 O/ OF BUSINESSES REPORTED AN INCREASE IN CYBER
(o]

ATTACKS WITH EMPLOYEES WORKING FROM HOME
(VMware Carbon Black)

The average cost per record

stolen is
The average data breach now The average cost in time of a
costs up to malware attack is
The average cost of a ransomware close within six
attack on businesses is months of a cyber attack.

WHAT ARE THE MOST COMMON CAUSES OF DATA BREACH~?

o
8 /O PHYSICAL ACTION

o UNAUTHOR!ZED U_S’E Involves the theft of paperwork or
Privilege abuse and data mishandling devices

are the most common causes

o
45%
HACKING
Mainly driven by stolen credentials

17%

MALWARE

22%
SOCIAL ENGINEERING
Social engineering comes in
two major forms : \/ 22%
phishing (over 80%) and HUMAN ERROR
pretexting (under 10%) 1 in 5 incidents was the result of a
mistake made by an employee such as
misdelivery, misconfiguration, publishing,
etc.

W h at d O B I a C k H at Eitgz(\/)\llzltleand antivirus security is irrelevant or
H aCke I‘S T h | ﬂ k? Social Engineering is the fastest way to

access privileged accounts

Companies do not do a good job of
implementing least privilege

Humans are the most responsible for security
breaches

Password re-use is the weakest behavior by
employees

Multi-factor authentication and encryption are
the biggest hacker obstacles

HOW TO KEEP YOUR BUSINESS SECURE?
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https://www.ibm.com/security/data-breach
https://www.accenture.com/us-en/services/security-index?src=SOMS#block-insights-and-innovation
https://safeatlast.co/blog/ransomware-statistics/
https://www.softlanding.ca/blog/top-10-best-practices-implement-cybersecurity/

